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StealthAUDIT for Data Access Governance

Find and Control Access to Unstructured Data
Understand and Control
Access
People generate more
unstructured data with every
document, spreadsheet and
presentation they create. The scale
of the unstructured data challenge
is huge, and the risks are evident in
data breach headlines nearly every
day. StealthAUDIT for Data Access
Governance (DAG) is an auditing,
compliance, and governance
framework for understanding and
controlling access to unstructured
data on file systems and
SharePoint sites.

Protect What Matters Most
StealthAUDIT for DAG overcomes
these challenges by collecting
information from the file systems
or SharePoint sites where data
lives as well as Active Directory to
provide a comprehensive view of
access across the entire
organization. To help prioritize
your efforts, StealthAUDIT for DAG
identifies where the most sensitive
information is in your environment
so that you can focus on what
matters most. We also surface
instances of open access, where
data is exposed to large portions of
the organization to help prioritize
remediation efforts. Finally,
StealthAUDIT for DAG will help
lock access down and manage it
moving forward.
Features and Capabilities

Governing Access is Hard
Securing access to unstructured
data means securing 80% of an
organization’s information. The
stakes are high when you’re
talking about that much data.
Unfortunately, answering a very
simple question like “who has
access to what?” is very difficult. It
requires a complicated process of
collecting and correlating all sorts
of information to know for sure.

Key Benefits:


Reduce Security Risk –
Ensure that the most critical
information in the
organization is only
accessible to those who
need it, and that controls
are in place to govern
access on an ongoing basis.



Fulfill Compliance
Requirements – Easily
prove exactly who has
access to what information
and what users are doing
with their access.



Reduce Operations Costs –
Automate the process of
answering the timeconsuming question of who
has access to what.

Agentless Data Collection – In
order to understand access, file
system and SharePoint permission
information needs to be correlated
with Active Directory group
information. StealthAUDIT for DAG
utilizes agentless data collectors
for highly scalable, low-impact
data collection that eliminates the
need to deploy agents to all of
your endpoints.

Identify Threats. Secure data. Reduce risk.
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Probable Owner Identification – Identifying who should own network resources such as folders or Active Directory
groups is a labor intensive and complex task. StealthAUDIT for DAG automates this task by using proven algorithms
based on access and activity to suggest probable business owners for the resources in your environment.
File Activity Monitoring – Sometimes understanding what someone is able to access isn’t enough. StealthAUDIT for
DAG will track actual usage activity, providing a comprehensive story about a user’s access.
Sensitive Data Discovery –StealthAUDIT for DAG will identify your most sensitive information so you know where to
focus your efforts.
Action Modules – Action Modules provide an automated way to remediate security concerns and automate complex
tasks. StealthAUDIT for DAG offers users the ability to take automated action on file system and SharePoint
permissions and share/site ownership.
Open Access Remediation – Gradual accumulation of rights over time and misuse of high-risk permissions can lead to
undesirable open access. StealthAUDIT for DAG identifies and remediates inappropriate open access through
comprehensive workflows.
About STEALTHbits Technologies
STEALTHbits is a data security software company. We help organizations ensure the right people have the right access
to the right information. By giving our customers insight into who has access and ownership of their unstructured data,
and protecting against malicious access, we reduce security risk, fulfill compliance requirements and decrease
operations expense.
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